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Routerl#monltor capture buffer TEST BUFFER ?

Circular Buffer

Clear contents of capture buffer
Export in Pcap format

Configure filters

Limit the packets dumped to the buffer
Linear Buffer (Default)

Maximum size of element in the buffer
Packet Dump buffer size (in Kbytes)

circular
clear
export
filter
limit
linear

max—-size (in bytes)




éRouterl#monitor capture buffer TEST BUFFER size ?
i <1512-> Buffer size in Kbytes : 512K or less (default is 256K)
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gRouterl#monitor capture buffer TEST BUFFER max-size ?
<681024-> Element size in bytes : 1024 bytes or less (default is 68
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. Routerl#monitor capture buffer TEST BUFFER limit ?

: allow-nth-pak Allow every nth packet through
duration Duration of capture
packet-count Limit total Number of packets captured
packets-per-sec Limit number of packets copied per sec

éRouterl#monitor capture buffer TEST BUFFER filter °?

access—-list Set access list

@9 oS 512 ooy circular g5 3o TEST_BUFFER @b 489 o ymis gdiw laa Lllie o
sl 128 alily

éRouterl#monitor capture buffer TEST BUFFER size 512 max-size 128
i circular
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éRouterl#show monitor capture buffer all parameters

i Capture buffer TEST BUFFER (circular buffer)

i Buffer Size : 524288 bytes, Max Element Size : 128 bytes, Packets
éAllow—nth—pak : 0, Duration : 0 (seconds), Max packets : 0, pps

i Associated Capture Points:

EConﬁguration:

i monitor capture buffer TEST BUFFER size 512 max-size 128 circular
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éRouterl#monitor capture point ?

5 associate Associate capture point with capture buffer
disassociate Dis-associate capture point from capture buffer
ip IPv4
ipv6 IPV6
start Enable Capture Point
stop Disable Capture Point

éRouterl#monitor capture point ip ?
i cef IPv4 CEF
process-switched Process switched packets

éRouterl#monitor capture point ip cef FOO fa 10/ both

éRouterl#monitor capture point ip cef FOO all ?
: both capture ingress and egress

in capture on ingress

out capture on egress

éRouterl#monitor capture point ip cef FOO ?

drop Drop on any interface
punt Punt on any interface

éRouterl#monitor cap point ip process-switched FOO ?
: both Inbound and outbound and packets
from-us Packets originating locally
i Inbound packets
Outbound packets

e sloll clisl yill Cailys Ag¥) (TEST_CP-2 g TEST_CP-1 (yuiknii d4dl yoy gitien s Lillia 4
gyl cra yaluall clial yill 1l y5 duililly culalasyl aiaa b9 0/Fal aaioll

gRouterl#monitor capture point ip cef TEST CP-1 fa 10/ both
i *Feb 13 18:32:36.039: S$BUFCAP-6-CREATE: Capture Point TEST CP-1 created.

éRouterl#monitor capture point ip process-switched TEST CP-2 from-us
i *Feb 13 18:32:41.535: $BUFCAP-6-CREATE: Capture Point TEST CP-2 created.
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i Routerl#show monitor capture point all

EStatus Information for Capture Point TEST CP-2

{ IPv4 Process

! Switch Path: IPv4 Process , Capture Buffer: None
EStatus : Inactive

i Configuration:

émonitor capture point ip process-switched TEST CP-2 from-us
i Status Information for Capture Point TEST CP-1

: IPv4 CEF

éSwitch Path: IPv4 CEF , Capture Buffer: None

i Status : Inactive

: Configuration:

gmonitor capture point ip cef TEST CP-1 FastEthernetl0/ both
 Routerl#show monitor capture point all

' Status Information for Capture Point TEST CP-2

EIPV4 Process
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Routerl#monltor capture point °?
associate Associate capture point with capture buffer
: disassociate Dis-associate capture point from capture buffer
 Routerl#monitor capture point associate TEST CP-1 TEST BUFFER
éRouterl#monitor capture point associate TEST CP-2 TEST BUFFER

éRouterl#show monitor capture point all

i Status Information for Capture Point TEST CP-2

EIPV4 Process

%Switch Path: IPv4 Process , Capture Buffer: TEST BUFFER
i Status : Inactive

éConﬁguration:

i monitor capture point ip process-switched TEST CP-2 from-us
SStatus Information for Capture Point TEST CP-1

. IPv4 CEF

ESwitch Path: IPv4 CEF , Capture Buffer: TEST BUFFER
éStatus : Inactive

i Configuration:

émonitor capture point ip cef TEST CP-1 FastEthernetl0/ both

i Routerl#show monitor capture buffer all parameters

. Capture buffer TEST BUFFER (circular buffer)

§Buffer Size : 524288 bytes, Max Element Size : 128 bytes, Packets
EAllow—nth—pak : 0, Duration : 0 (seconds), Max packets : 0, pps
éAssociated Capture Points:

 Name : TEST CP-1, Status : Inactive

: Name : TEST CP-2, Status : Inactive

EConﬁguration:

‘ monitor capture buffer TEST BUFFER size 512 max-size 128 circular
émonitor capture point associate TEST CP-1 TEST BUFFER

' monitor capture point associate TEST CP-2 TEST BUFFER
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 Routerl#monitor capture point ?

5 associate Associate capture point with capture buffer
disassociate Dis-associate capture point from capture buffer
ip IPv4

ipv6 IPv6

start Enable Capture Point

stop Disable Capture Point

éRouterl#monitor capture point start ?
i  WORD Name of the Capture Point
all All Capture Points

éRouterl#monitor capture point start TEST CP-1

 Routerl#monitor capture point start TEST CP-2

é Routerl#

{ *Feb 13 18:45:48.495: $BUFCAP-6-ENABLE: Capture Point TEST CP-1 enabled.
S*Feb 13 18:45:49.495: SBUFCAP-6-ENABLE: Capture Point TEST CP-2 enabled.

i Routerl#show monitor capture point all

EStatus Information for Capture Point TEST CP-2

! IPv4 Process

;Switch Path: IPv4 Process , Capture Buffer: TEST BUFFER
i Status : Active

: Configuration:

gmonitor capture point ip process-switched TEST CP-2 from-us

. Status Information for Capture Point TEST CP-1

 IPv4 CEF

;Switch Path: IPv4 CEF , Capture Buffer: TEST BUFFER
i Status : Active

éConﬁguration:

 monitor capture point ip cef TEST CP-1 FastEthernetl0/ both

éRouterl#show monitor capture buffer all parameters

ECapture buffer TEST BUFFER (circular buffer)

éBuffer Size : 524288 bytes, Max Element Size : 128 bytes, Packets
EAllow—nth—pak : 0, Duration : 0 (seconds), Max packets : 0, pps

! Associated Capture Points:

. Name : TEST CP-1, Status : Active

. Name : TEST CP-2, Status : Active

SConﬁguration:

i monitor capture buffer TEST BUFFER size 512 max-size 128 circular
! monitor capture point associate TEST CP-1 TEST BUFFER

émonitor capture point associate TEST CP-2 TEST BUFFER

. Routerl#ping 10.0.1.2
gType escape sequence to abort.
i Sending 5, 100-byte ICMP Echos to 10.0.1.2, timeout is 2 seconds:

éSuccess rate is 100 percent (55/), round-trip min/avg/max = 44/4/ ms
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gRouterl#show ] capture buffer TEST BUFFER

£ 18:51:47.483 13 2011 : IPv4 Process : None FalO/
£ 18:51:47.491 13 2011 : IPv4 CEF Turbo : FalQO/ None
218:51:47.491 13 2011 : IPv4 LES CEF : Fal0/ None
£ 18:51:47.499 13 2011 : IPv4 Process : None FalO/
518:51:47.503 13 2011 : IPv4 CEF Turbo : FalQO/ None
£18:51:47.503 13 2011 : IPv4 LES CEF : Fal0/ None
218:51:47.503 13 2011 : IPv4 Process : None FalO/

éRouterl#show monitor capture buffer TEST BUFFER dump

518:51:50.023 UTC Feb 13 2011 : IPv4 CEF Turbo : Fal0/ None

. 672C4650: CA003713 001CCAO01 3713001C ToToooTolooe
5672C4660: 08004500 00640009 0000FEO1 A68DOAOO

: 672C4670: 01020A00 01010000 DCA70001 00040000

2672C4680: 0000002D A970ABCD ABCDABCD ABCDABCD ...-)pt+M+M+M+M+M
5672C4690: ABCDABCD ABCDABCD ABCDABCD ABCDABCD +M+M+M+M+M+M+M+M
5672C46AO: ABCDABCD ABCDABCD ABCDABCD ABCDABCD +M+M+M+M+M+M+M+M
2672C46BO: ABCDABCD ABCDABCD ABCDABCD ABCDABCD +M+M+M+M+M+M+M+M
%672C46CO: ABCDABCD ABCDO0O +M+M+M.
518:51:50.023 UTC Feb 13 2011 : IPv4 LES CEF : Fal0/ None

: 672C4650: CA003713 001CCAO01 3713001C ToToooTolooe
£ 672C4660: 08004500 00640009 0000FE01 A68DOAOO

;672C4670: 01020A00 01010000 DCA70001 00040000

;672C4680: 0000002D A970ABCD ABCDABCD ABCDABCD ...-)pt+M+M+M+M+M
2672C4690: ABCDABCD ABCDABCD ABCDABCD ABCDABCD +M+M+M+M+M+M+M+M
;672C46AO: ABCDABCD ABCDABCD ABCDABCD ABCDABCD +M+M+M+M+M+M+M+M
2672C46BO: ABCDABCD ABCDABCD ABCDABCD ABCDABCD +M+M+M+M+M+M+M+M
E672C46CO: ABCDABCD ABCDO0O +M+M+M.
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{ Routerl#monitor capture buffer TEST BUFFER export ?
5 ftp: Location to dump buffer
http: Location to dump buffer
https: Location to dump buffer
pram: Location to dump buffer
rcp: Location to dump buffer
scp: Location to dump buffer
Location buffer
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HyperTerminal IBM Windows XP Ctrl-Break
Kermit ) Ctrl-\l
Sun Workstat UNIX
un Workstation Ctri-\b
Microphone Pro IBM Windows Ctrl-Break
Minicom IBM Linux Ctrl-a f
ProComm Plus IBM DOS or Windows Alt-b
SecureCRT IBM Windows Ctrl-Break
Telix IBM DOS Ctrl-End
Telnet N/A N/A Ctrl-], th%?lfype send
Telnet to Cisco IBM N/A Ctrl-]
Teraterm IBM Windows Alt-b
Terminal ) Break
IBM Windows Ctrl-Break
Ti Ctrl-], then Break or
P Sun Workstation UNIX Ctrl-c
~#
VT 100 Emulation Data General N/A F16
Windows NT Break-F5
IBM Windows GRS
Shift-6 Shift-4 Shift-b
(~$B)
Z-TERMINAL Mac Apple Command-b
] Connect pin 2 (X-mit) to
A, Break-Out Box N/A +V for half a second
/ Cisco to aux port N/A Control-Shft-6, then b
IBM N/A Ctrl-Break




3] J=él lale (Slg caua .ddg yRe doadiuigll auilaoll oda @lae (39<5 ad
Jbasy] (50 @abi yull aiod dlSiia cllia cuilS 13) gl Lgie Ll aeliy @eay @l
¥break I

1 AT aliday break I alise Joc 3lSlaa cli<ay ddalusyy (Jguu yo3)
sl cilslae ¥ caa yighyl ae day yll caay 9 Joli LoSg dalay

baud rate : 1200
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Stop bit : 1

Flow Control : No
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